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RECEIVED 

CENTRAL HOC CENTER 

SEP 2-4 2007 

CLAIM AMENDMENTS 

Please amend, cancel claims as indicated below; 

1. (Currently amended) A method for biometrically securing access to a user-desired activity , 
said method comprising the steps of: 

wirelessly obtaining an identification including biometric attributes of a user with -usinq a n 
electronic system associated with a user-desired activity and adapted for supporting u stoa-a 
con tactl es s card r e ad e r in w ireless communication with portable electronic devices— said 
e l e ctronic system , the identification of said user further retrieved from a oontaotlosc smart card 
portable electronic device associated with said user a fter said con ta ct less s mart card portable 
electronic device establishes a contactless communication link to support wireless 
communication between said cont a ct less s mart card portable electronic device a nd said 

accessing a user profile including biometric attributes associated with said user by said 
electronic system through a computer network from a remote server based on the identification 
including biometric attributes o f said user obtained wirelessly by said electronic system f rom 
said contactless smart card; 

comparing said identification including biometric attributes obtained wirelessly by said 
electronic system from said portable electronic device with said user profile including biometric 
attributes obtained bv said electronic system from said remote server to determine If biometric 
attributes from said portable electronic device match biometric attributes from said server: 

if biometric attributes from said contactless smart card match biometric attributes from 
said server, prompting said user to input to a biometric user Interface associated with said 
electronic system at least one biometric attribute randomly selected from biometric attributes 
accessed bv said electronic system from at least one of oa i d uoor profi l o rotriovod from said 
remote serve r and said portable electronic device: and 

oo i d o l ootronio oyotom permitting said user acc es s to perform a user-desired activity if at 
least one biometric attribute input by said user to said biometric user interface associated with 
said electronic system matches sa id at least one biometric attribute randomly selected by said 
electronic system f rom biometric attributes accessed bv said electronic system from at least 
one of said remote server and said usor pro fl to -oortable electronic device . 
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2. (Previously presented) The method of claim 1 wherein said computer network is a secure 
computer network. 

3. (Previously amended) The method of claim 1 wherein said remote server is a biometric 
broker 

4. (Currently amended) The method of claim 1 wherein said portable electronic device is at least 
one of: a smart card. PDA, cellular telephone furth e r compris i ng th e st e ps of: 

obta i n i ng at le ast on e b i om e tric attributo from sa i d ucor for comp i lation - in s a id us e r 
profi l e; comp i l i ng caid uoor profilo; and 

storing pa i d uoor profil e- i n s a i d se rv e r acc e ss i b le by at le ast on e b i om e trio usor i nto rf aoo 
oooooiatod with said o l octron i c s y s t e m . 

5. (Original) The method of claim 4 further comprising the step of: 

permitting said user to modify said user profile, in response to approval of a request by 
said user. 

6. (Canceled). 

7. (Currently amended) The method of claim 1 further comprising the step of: 

subsequently prompting a user to input to said biometric user interface associated with 
said electronic system at least one additional biometric attribute randomly selected from said 
user profile, if at least one biometric attribute previously input by said user to said biometric user 
interface associated with said electronic system does not match said at least one biometric 
attribute previously randomly selected from card uoor profi l o . 

8. (Original) The method of claim 1 wherein said electronic system comprises at least one 
wireless device that operates with a wireless network. 

9. (Original) The method of claim 1 wherein said electronic system comprises at least one 
computer workstation operable over an associated network. 
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lO.(Original) The method of claim 1 wherein said electronic system comprises an automated 
teller machine. 

1 1 .(Currently amended) The method of claim 1 wherein said electronic system comprises a 
secured entry. 

12. (Original) The method of claim 1 wherein said electronic system comprises a wireless 
network. 

13. (Canceled) 

14. (Original) The method of claim 1 wherein said electronic system comprises a wireless 
device. 

15. (Previously presented) The method of claim 1 further comprising the steps of: 

identifying at least one defective biometric attribute associated with said user; and 
thereafter prompting a user to input to said biometric user interface associated with said 
electronic system at least one additional biometric attribute randomly selected from said user 
profile containing biometric attributes of said user. 

16. (Original) The method of claim 1 wherein said user-desired activity comprises a financial 
transaction. 

17. (Original) The method of claim 1 wherein said user-desired activity comprises an ATM 
transaction. 

18. (Original) The method of claim 1 wherein said user-desired activity comprises access to a 
secure area. 

19. (Original) The method of claim 1 wherein said user-desired activity comprises access to data 
from said electronic system. 
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20. (Original) The method of claim 1 wherein said user-desired activity comprises execution of a 
mechanical activity. 

21. (Original) The method of claim 1 further comprising the step of: 

initiating access to said electronic system utilizing only one biometric attribute input to 
said electronic system. 

22. (Currently amended) A method for biometrically securing access to a secure area, said 
method comprising the steps of: 

wirelessly obtaining an identification including biometric attributes of a user from a 
contactless _, smart _ _card_ by an electronic system using a contactless card reader in 
communication with said electronic system, the identification including biometric attributes of 
said user further retrieved from a -said contactless smart card after said contactless smart card 
establishes a contactless link with said contactless card reader that supports wireless 
communication between said contactless smart card and said contacl e es contactless card 
reader; 

baood on oa i d w i rolosGly obta i ned i dentif i cat i on, said electronic system using a computer 
network to obtain a user profile including biometric attributes associated with said user from a 
remote serve r sa i d u se r profi le inc l ud i ng b i om e tric attribut e s ; 

comparing said identification including biometric attributes obtained wirelessly bv said 
electronic system from said contactless smart card with said user profile including biometric 
attributes obtained by said, electronic system from said remote server to determine if biometric 
attributes from said jxmtactLess smart card match biometric attributes from said server 

if biometric attributes from said contactless smart card match .biometric attributes from 
said server, s aid electronic system prompting said user to input into a biometric user interface 
associated with said electronic system at least one biometric attribute randomly selected by 
said electronic system from biometric attributes accessed bv said electronic system from at 
least one of sa i d us e r prof il e r e tri e v e d from said remote serve r and said contactless smart card : 
and 

permitting said user to access a secure area if so i d a t least one biometric attribute input 
by said user to said biometric user interface match es at least one biometric attribut e randomly 
selected bv said electronic system from biometric attributes i nc l ud e d i c caid ucor profilo i n an 
ordor that sai d a t le a s t on e b i om e tr i c attr i but e i s r e qu e st e d accessed bv said electronic system. 

Page 5 of 16 
SERIAL NO. 09/757,903 



PAGE 5116 * RCVD AT 9(2412007 8:22:09 PM [Eastern Daylight Time] * SVR:USPT0-EFXRF-2/1 2 * DNIS:2738300 * CSID:5053141307 * DURATION (mm-ss):05-00 



09/24/2007 18:29 FAX 5053141307 



NHEC 



(2)006/016 



23. (Currently amended) A system for biometrically securing access to a user-desired activity. 
said system comprising: 

a biometric user interface: and 

an electronic system adapted to i) wireless communicate with portable electronic 
devices, in communicate with remote servers, iii) compare user identification including biometric 
attributes obtained wirelesslv bv said electronic system from a portable electronic device with a 
user profile including biometric attributes obtained bv said electronic system from a remote 
server to determine if biometric attributes obtained from said oontactless smart card match 
biometric attributes obtained from said server, iv) receive biometric attributes from a user 
through said biometric user interface, and v) permit a user to perform a user-desired activity if 
at least one biometric attribute input by the user to said biometric user interface matches eaM-at 
least one biometric attribute randomly selected by said electronic system f rom at least one of: 
a user profile including biometric attributes associated with said user accessible by the 
electronic system from a remote server flr jja se d on §nJdentification including biometric 
attributes associated with said e f-o-user obtained wirelessly from a cont a ct less sm a rt card 
portable electronic device in wireless communication with a oontactl e ss oard r e ad e r associat e d 
with the electronic system, if said electronic system determines that btometric attributes 
associated with sard user obtained from said remote server match biometric attributes 
associated with said user obtained from said portable electronic device: 

q oontaotlooG email card roador aocoo i atod w i th coid olootronio syst e m; and 

a b i omotr i o u se r i nterface) acGoo i at e d with s a i d ele ctronic system adapted to enable sa i d 
user to I nput at least on e b i om e tr i c to sa i d e l ootron i o svstom for compar i son to sai d a t l eas t ono 
b i omotrio attribute* randomly oo l ootod by card o l ootron i o cyot e m from s aid uoor profi l o; 

whoroin oaid olootronio oyotom io odaptod to porm i t co i d user to perform o us e r des i red 
activity if qt - l east one - b i omotrio attribute input by go i d user to sa i d b i omotrio uoor intorfoco 
matohoo oo i d at l oaot ono b i omotrio ottributo randomly oo l ootod from sa i d user profi le by sold 
o l ootronio oyctom . 

24. (Canceled). 
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25. (Currently amended) The system of claim 23 wherein said user profile including biometric 
attributes is accessible from a biometric broker via a secure network connection. 

26. (Currently amended) The system of claim 23 wherein said remote server is a biometric 
£rokgr : at le ast ono biomotr ie-a tir i but e i s obta i ned from oo i d ucor for compilation i n sa i d uoor 
prof il o . 

27. (Currently amended) The system of claim 23 wherein said biometric user interface is 
adapted to accept at least one of the following attributes from a user: fingerprint, iris, voice, 
signature, facial, hand geometry, retinal, palm, ear DNA. keystroke, body odo r s aid us e r i s 
p e rm i tt e d to mod i fy sa i d uoor profi l o, I n response to opprovol of o roquoot by oo i d uoor . 

28. (Currently amended) The system of claim 23 further comprising: 

module for comparing biometric attributes obtained from said portable electronic device 
with biometric attributes from said remote server, and said at least one biometric attribute input 
by said user to said biometric user interface associated with said electronic system with said at 
least one biometric attribute randomly selected by said electronic system from at least one of 
said remote server and said portable electronic device s a i d us e r prof i l e. 

29 (Currently amended) The system of claim 28 further comprising: 

module for subsequently prompting said user to input to said biometric user interface 
associated with said electronic system at least one additional biometric attribute randomly 
selected by said electronic system from at least one of said remote server and said portable 
electronic device said user profi l o . if at least one biometric attribute previously input by said 
user to said biometric user interface associated with sard electronic system does not match said 
at least one biometric attribute randomly previously selected from sa i d user profi l o . 




30.{Original) The system of claim 23 wherein said electronic system comprises at least one 
wireless device that operates with a wireless network. 

31 .(Previously submitted) The system of claim 23 wherein said electronic system comprises at 
least one computer workstation accessible over said computer network. 
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32. (Currently amended) The system of claim 23 wherein said electronic system comprises an 
automat ed -automatic t eller machine. 

33. (Original) The system of claim 23 wherein said electronic system comprises a secured entry 
system to a secured environment 

34. (Previously amended) The system of claim 23 wherein said computer network comprises a 
wireless network, 

35. (Canceled). 

36. (Currently amended) The system of claim 23 wherein said portable electronic devic e oyctom 
comprises at least one of a wireless device , a contactless smart card, a PDA, a cellular phone . 

37. (Currently amended) The system of claim 23 further comprising; 

module for identifying at least one defective biometric attribute associated with said 
user; and 

wherein said system is adapted bv said module whereby said user is thereafter 
prompted to input to said electronic system at least one additional biometric attribute randomly 
selected from a user profile containing biometric attributes of said user. 

38. (Original) The system of claim 23 wherein said user-desired activity oomprises a financial 
transaction. 

39. (Original) The system of claim 23 wherein said user-desired activity comprises an ATM 
transaction. 

40. (Original) The system of claim 23 wherein said user-desired activity comprises access to a 
secure area. 
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41 .(Original) The system of claim 23 wherein said user-desired activity comprises access to 
data from said electronic system. 

42. (Original) The system of claim 23 wherein said user-desired activity comprises execution of 
a mechanical activity. 

43. (Original) The system of claim 23 wherein access to sard electronic system is initiated 
utilizing only one biometric attribute input to said electronic system. 

44. (Canceled), 

Please add the following New Claim: 

-45. (NEW) A system for biometrically securing access to a user-desired activity, said system 
comprising: 

a biometric user interface electronically associated with an electronic system adapted to: 
wirelessly communicate with contactless smart cards; 
communicate with remote servers; 

compare user identification including biometric attributes obtained wirelessly by 
said electronic system from a contactless smart card with a user profile including 
biometric attributes obtained by said electronic system from a remote server to 
determine if biometric attributes obtained from said contactless smart card match 
biometric attributes obtained from said server; 

receive biometric attributes from a user through said biometric user interface; 

and 

permit a user to perform a user-desired activity if at least one biometric attribute 
input by the user to said biometric user interface matches at least one biometric attribute 
randomly selected by said electronic system from at least one of a user profile including 
biometric attributes associated with said user accessible by the electronic system from a 
remote server and based on identification including biometric attributes associated with 
said user obtained wirelessly from a contactless smart card in wireless communication 
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with a contactless card reader associated with the electronic system if said electronic 
system determines that biometric attributes associated with said user obtained from said 
remote server match biometric attributes associated with said user obtained from 9ald 
contactless smart card.- 
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